Brief Overview of the Nomad Eyes ™ Architecture

Martin J. Dudziak, PhD !

1. Introduction.

Nomad Eyes™ is a distributed, mobile, rapidly-deployable network of sensors and data collection
units plus back-end analytics and forecasting. The product serves emergency and security
planning, countermeasures and first response teams in both public and private sectors, as well as
the general public. Incorporating both consumer-grade cellular phones and wi-fi platforms plus
custom devices, Nomad Eyes™ gives early warning and detection plus response directives to
emerging-threat events and situations including natural and intentional emergencies including
accidents and CBRNE terrorist actions.

Unique Features and Competitiveness:

NomadEyes integrates multiple types of sensors into an interoperable, plug-and-play environment
that makes extensive use of ordinary, in-the-field consumer mobile phones and wi-fi. Its human-
system interface is tailored to the general non-technical-specialist user. Unlike other systems,
nothing beyond familiarity with a cell phone is required of the user. More sophisticated sensors
can be accommodated as well. The back-end analytical engine employs several novel algorithms
of recognition and learning, with a high degree of parallelism, enabling the very rapid and smooth
processing of information and the issuance of alerts and notifications to users such as security
and law enforcement agencies. Nomad Eyes™ provides both early warning and forecasting for
“situation awareness” that can be used by public health as well as defense/intel providers. It is as
applicable to “Sept. 11" and “New Orleans” situations before, during and after, aiming to minimize
the human and logistic costs beforehand and quicken the responses.

Product Viewpoint:

Nomad Eyes encompasses image and audio clip collection using standard cell phone technology
plus radiation and chemical (organic and inorganic) sensing for substances that may indicate a
threat to health and safety, particularly in the context of potential terrorist actions or industrial
accidents. The products include a class of devices for data collection — Nomad Walkers,
Sentinels and Warriors — with varying functional power, and the server-side analytic software to
process and route the data. More than eight sensor modalities are in the first series.

Figure 1 below illustrates a screenshot from the top level of the Nomad Eyes prototype portal
illustrating how reports from Nomad Eyes units (sensors or human call-in reports) will be
transformed into real-time navigable indicators of hot spots (actual, risk, probably, estimated) for
different types of CBRNE emergencies and events.

Figures 2 and 3 illustrate some of the results of comparative analysis performed upon biological
reports of infectious disease outbreaks and probabilities. This data is then transformed into
representations (graphic and textual) that are usable by navigators of GIS-enabled portals for first
responders and other emergency management teams.

! Chairman and Chief Science Officer, TETRAD Technologies Group, Inc.
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Figure 1 — Nomad Eyes top-level portal screenshot
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Figure 2 — Projections of regional infectious disease and likely transmission paths

Figure 3 — Alternative
mapping and
representation of pathogen
risk and diffusion zones
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2. Description of major system components.

Nomad Units

Nomad units are Walkers, Sentinels and Warriors and they are based upon standard cell phone
and wifi technology and include off the shelf and currently owned cell phones.

They produce: images, clips, audio, text, radiation readings, chemical readings, biomonitor
readings.

If it is not standard in the phone (e.g., camera), it comes from a clip-in replacement back-panel or
add-on, MIPI interface, all standard, but these are not necessary for the most basic reporting and
data collection functionality.

Any late-model cell phone, PDA or Blackberry can be turned into a basic Nomad Walker.

Units are used by different staff and crews (maintenance, transport, police, 911, guards,
dockworkers, conductors, etc.), in automated stick-on-the-wall fashion, and by ordinary civilians
who are in the Civilian Response Network (CRN).

Mobile, person-carried units can receive feedback info also, not only pertaining to further data
collection and analysis but for information regarding what to do, where to go, where to not go, in
emergencies.

Additionally, two classes of mobile robots provide the capability for Nomad Eyes being operable
on both flat and rough surfaces through deployment of Nomad Sentinels onboard the robots.

Find more info at http://nomadeyes.com.

SAQ_server
Swarm Acquisition Server

This is the server cluster (farm) that manages the collection and routing of information FROM
Nomad units. It has inputs from (ultimately) both wired and wireless sources, but mainly from the
wireless world. One SAQ_server center per Swarm (regional distribution) of units.

SAQ_server is responsible for managing the fast throughput of data into the NTDB and thence to
LUCY. Running Linux on a bunch of 16-way Itaniums or Athalons, starting with much smaller and
cheaper but easily expandable.

SREQ_server
Swarm Request Server

This is the server cluster (farm) that manages the collection and routing of information in the form
of requests for changes in operation, additional information, modified parameters, etc. that goes
TO Nomad units. It has inputs from (ultimately) both LUCY, the back-end analytics network of
intelligent processes and applications, and from human or machine users outside of Nomad Eyes
who want to access certain information or make changes to certain Nomad units.
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One SREQ_server center per Swarm (regional distribution) of units. SREQ_server is responsible
for managing the fast throughput of data from LUCY (who handles requests coming from
NWORLD_server) to the Nomad units. Running Linux on a small cluster of Itaniums or Athalons,
starting with a 1-CPU server but easily expandable.

Wireless Gateway
RAS server, firewalls

This is the bridge between the wireless provider(s) and the intranet that comprises LUCY and her
servers (SAQ, SREQ, NWORLD). There is nothing unique or difficult about this — with an
emphasis on COTS for human-computer interface ergonomics as well as cost-effectiveness, this
is emphasizing Open Source and consumer network technology. It exists today and is used by
all companies and organizations connecting mobile devices with the web.

NTDB
Nomad Eyes Transaction DataBag

D

Oracle DB running under Linux server-cluster and used for receiving and storing all reports and
datastreams coming from a given Swarm of Nomad units. Fed by SAQ_server. Provides both a
short-term archiving and browsing capability but the primary duty is to feed LUCY with pre-
evaluated data, prioritized for importance on the basis of report parameters, fast cursory analysis
of the data content, and relationships with prior data coming from the Swarm.

LUCY

Intelligent analysis server

This is the server cluster (farm) that performs the analysis, forecasting, and recommendations
using the data flowing from the Swarm of Nomad units and what is in the databases and
knowledge bases already from previous work and including information from other Swarms.

LUCY makes use of Horus, I3BAT, SOAR, UMS, Hermes, Nomad Maps, and other applications,
(all of which are explained elsewhere). She makes the determinations for how the Swarm Maps,
for instance, are dynamically “lit up” and otherwise modified for peoples’ attention, and more
importantly, how different autonomous and human alerts are generated, as well as commands
and requests to Nomad units in the field. This is an intensive “marriage” of agents operating in a
Grid Framework for information management among autonomous software engines and
addresses the issues of information relevance, overload, and prioritization within web-based
interfaces to the human responders and incident managers who must direct emergency forces,
resources (medical, police, CBRNE), and the general public. LUCY agents manage the process
of “translating” what needs to be displayed to whom, when, and in what form so as to be most
useful for the situation at hand.

Each of the LUCY components have been designed in a modular fashion from the standpoints of
both semantic ontology and knowledge discovery (KDD) as well as the human-computer interface
(HCI). There are modules of rules, heuristics, patterns, and also modules for agent-based
communication, display (layout), and datafeed exchange. Running Linux on a cluster of 16-way
Itaniums or Athalons, easily expandable.
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LUCYDB
LUCY Working DataBase

Oracle DB running under Linux server-cluster and used internally by LUCY for her applications.
Not accessible by Nomad units or remote users. The only interfaces are through LUCY’s own DB
gateway.

ADaM _server
Active Data Mover Server

This is the server cluster (farm) runs the AdaM ETL application, responsible for real-time, non-
interruption xtract-transfer-load from LUCYDB, NTDB and NUSRDB to the NDW. Running Linux
on a 4-CPU platform of ltaniums or Athalons, again very easily expandable.

NDW
Nomad Data Warehouse

Oracle or Teradata Data Warehouse application running on a Linux platform. Purpose is
archiving and standard warehousing. The ETL processes include triggers that issue alerts to
agents within the Nomad Eyes network.

NUSR_server
Nomad World User Serve

This is the server cluster (farm) that manages the collection and routing of information in the form
of requests for changes in operation, additional information, modified parameters, etc. that come
from users in the “outside world” and that go TO LUCY for processing and ultimately some action
in the form of requests sent on to Nomad units. It has inputs from human or machine users
outside of Nomad Eyes through wired and wireless connections but mostly the wireless world.
One NUSR_server center per Swarm (regional distribution) of units. NUSR_server is responsible
for archiving all its communications with the outside users through the NUSRDB. Running Linux
on a small set of Itaniums or Athalons, starting with a 1-CPU server but easily expandable.

NUSRDB

Nomad Eyes User Action DataBas

11%

Oracle DB running under Linux server-cluster and used for receiving and storing all reports and
datastreams coming from the outside world to a given Swarm of Nomad units. Fed by
NUSR_server. Provides both a short-term archiving and browsing capability but the primary duty
is for archiving.
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Remote User

These are cell phones, PDAs, PCs, laptops, or other wireless-internet enabled devices connected
to humans or machines and operating as users of Nomad Eyes, with some capability (as
assigned) for access and control of particular devices in the Swarm. There is nothing special
about any of these devices — they are connecting to Nomad Eyes by the normal and ordinary way
of connecting to the web. These are not Nomad units themselves but they are very important
because of their numbers. They fit into the two-way loop and feedback logic that underlies the
system. Here is the bridge to the public, in particular to the Civilian Response Network (CRN).

Additional information on specific components can be obtained through exploration of some of the
Nomad Eyes prototypes online and in separate developmental presentations.

At http://nomadeyes.com is an early-stage outline of some of the functions envisioned for a broad
public-outreach system. At http://london.nomadeyes.com is a gateway to some of the focal areas
that Nomad Eyes can serve. All of this is work-in-progress and online demos are subject to
change.

On the following page is a diagram of how the core Nomad Eyes components fit together.
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What it looks like on one page
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